POWERRFLEET _

Federated Authentication
(SSO) Setup Guide

Connecting to Keycloak from Azure / Microsoft Entra ID

This guide explains how a customer sets up single sign-on (SSO) between their Azure / Entra ID tenant and the Powerfleet

Keycloak identity platform. Two protocols are supported: OpenlID Connect 1.0 and SAML 2.0. Follow either Option A or
Option B, not both.
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Process Overview

1. The customer configures an application in Azure / Entra ID using OpenlD or SAML, following the steps in
this guide.

2. The customer contacts Support and includes the details listed in section 2 (including the subject line).
A case is created in Salesforce.

3. The case is routed to Advanced Support, where a Service Request is created for the Auth team.

4. The Auth team creates the Keycloak client, adds the customer’s email domain(s) so they are discovered
for SSO, and handles the Jira updates.

5. The Support team notifies the customer that SSO has been set up. Support manages all communication

with the customer throughout the request.
6. SSO is now active. The customer’s users sign in with SSO from their next login.

2 What to include in the support case

Use one of these subject lines so the case can be identified and routed correctly:

o SSO Enable — to enable SSO
o SSO Update — to update the SSO client secret

Collect these details while you complete the setup steps, then include them in the support case:

Company email domain(s) Your IT team
Display name (app name) v v Azure app Overview page
Application (Client) ID v Azure app Overview page
OpenlD Connect metadata document URL v Endpoints tab (Option A, step 9)

. Certificates & secrets (Option A, step
Client secret value v
15)
SAML-based Signh-on page (Option B,

App Federation Metadata URL N
step 11)

Security: The client secret is a password for your application. Share it only through the support case,
never by email or chat, and note its expiry date. Before the current secret expires, create a new one
and open a support case with the subject line SSO Update, or SSO will stop working.
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3 Option A: Connect with OpenID Connect

3.1 Register the application

1. Sign in to the Azure portal: https://portal.azure.com/#home

Under Manage Microsoft Entra ID, click View.

Q Search resources, services, and docs (G+/)

Welcome to Azure!

Don't have a subscription? Check out the following options.

Start with an Azure free trial

Get $200 free credit toward Azure products and services,

plus 12 months of popular free services.

Azure services
Createa Quickstart Foundry
resource Center

Resources

Recent  Favorite

Name

Manage Microsoft Entra ID

Manage access, set smart policies, and enhance security
with Microsoft Entra ID.

[ vow [

»

Azure for Students
Get free software, Azure credit, or access Azure Dev Tools
for Teaching after you verify your academic status.

Start

- —
e ® = = 67 -
Kubernetes Virtual App Services Storage SQlL databases  Azure Cosmos  More services
services machines accounts
Type Last Viewed

3. In the side menu, expand Manage.

Q Search resources, services, and docs (G+/)

Home

i ) Powerfleet | Overview

¥« + Add v Manage tenants

© overview

@  Microsoft entra has a simpler, integrated experience for managing all your Identity and Access

What's new A7 Got feedback?

needs, Try the new Microsoft Entra admin center!

[ Preview features

X Diagnose and solve problems

Overview  Monitoring  Properties  Recommendations  Setup guides

— o]
> Manage 2 Search your tenant

> Monitoring

s Help Basic information
Name Powerfleet Users 14928
Tenant ID d19b542a-1500-4712-a713-bedd79882ch5 [ Groups 8602
Primary domain mixtelematics.com Applications 800
License Microsoft Entra ID P2 Devices 9,533
Alerts
My feed

‘ Try Microsoft Entra admin center ' Ayelet Dital

Secure your identity environment with Microsoft
Entra ID, permissions management and more. User

View role information

Go to Microsoft Entra [ View profile

Feature highlights

Version 1.1 - SSO Setup Guide

3589¢150-f762-40a6-9e48-6b473d051d80 [

Microsoft Entra Connect
@ nabled

Last sync was less than 1 hour ago

Go to Microsoft Entra Connect:

ayeletd@pointer

m
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https://portal.azure.com/#home

Select App registrations.

Q0 Search resources, services, and docs (G+/)

Home

o Powerfleet | Overview

b‘ Microsoft Entra Connect

Last sync was less than 1 hour ago

Go to Microsoft Entra Connect

X« =+ Add v 5 Manage tenants What's new &7 Got feedback?
-
© overview ; ~ N
@ Microsoft Entra has a simpler, integrated experience for managing all your Identity and Access Management needs. Try the new Microsoft Entra admin center!
& Preview features
Overview  Monitoring  Properties  Recommendations  Setup guides
X Diagnose and solve problems B
~ M 5
enage P search your tenant
& users
Basic information
£ Groups
External Identities Name Powerfleet Users
& Roles and administrators
Tenant ID d19b542a-1500-4712-a713-be8d79882ch5 |D Groups
4% Administrative units
Delegated adrmin primary domain mixtelematics.com Applications
b partners
License Microsoft Entra ID P2 Devices
@ Agents
Enterprise applications Alerts
Devices
App registrations ¥ My feed
&) Identity Governance
8 Application proxy ‘ Try Microsoft Entra admin center . Ayelet Dital
g Custom secuity Secure your identity environment with Microsoft 3580e15a-f762-4026-9e48-6b473d051d80 [ ©¢tnsbled
attributes Entra ID, permissions management and more. User
% Licenses View role information
i am view
5 Cross-tenant Go to Microsoft Entra &3 View profile
' synchronization
& Microsoft Entra Connect Feature highlights
&= custom domain names o

5. Click New registration.

Q Search resources, services, and docs (G+/)

Home > Powerfleet

. Powerfleet | App registrations =

r o« t New registration @ Endpoints X Troubleshost () Refresh L Download | &7 Got feedback?
a

0 Preview features @ Azure Active Directory Authentication Library (ADAL) and Azure AD Graph no longer receive new feature updates. We continue to provide technical support and security updates.
X Diagnose and solve problems
v Manage All applications  Owned applications  Deleted applications  Deactivated applications

& users -

Start typing a display name or application (client) ID to filter these r... 7 Add fitters
2 Groups

& External Identities

» Roles and administrators

B

w

Administrative units

Delegated admin
partners

@

Agents

{ Enterprise applications

[0 Devices

. App registrations

Identity Governance

1

Application proxy

Custom security
attributes

Licenses

Cross-tenant
synchronization

w

© Microsoft Entra Connect

&= Custom domain names

ft

ayeletd@pointe
WERFLEET'

o1
(MIXTELEMATICS.C_

This account isn't listed as an owner of any applications in this directory.

be upgraded to Mi

Library (MSAL) and Micrascft Graph, Learn mare

Already have an app? If your company already has an application registered in Azure / Entra ID,

select it from the list and skip to step 7.
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6 Fill in the required fields to register an application for your company, then click Register.

Microsoft Azure

Q1 Search resources, services, and docs (G+/)

ayeletd@pointer.com

POWERFLEET (MIXTELEMATICS.C.
Home » Powerfleet | App registrations

Register an application

X
* Name
The user-facing clisplay name for this application (this can be changed later).
Supported account types
Choose the account types that can use this application or access this API
Single tanant only - Powerfleat v | Help me choose
Redirect URI (optional)
We'll retum the authentication response to this URI after successfully authenticating the user. Providing this now is
optional and it can be changed later, but a value is required for most authentication scenarios.
Selecta platform ~ | [ eg. httpsi/fexample.comyauth
Register an app you're working on here, Integrate gallery apps and other apps from outside your organization by adding from Enterprise applications.
By proceeding, you agree to the Microsoft Platform Policies (!
7 On th 'sO i the following for th t :
. n the app’s Overview page, copy the following for the support case:
. Display name
o Application (client) ID
Q Search resources, services, and docs (G+/) ® 3 O om
~ POWERFLEET (MIXTELEMATICS . &)
Home
H Powerfleet X
&« © Deactivate  [i] Delete &P Endpoints
L} EI=TiEy @ Got a second? We would love your feedback on Microsoft identity platiorm (previously Azure AD for developer). —
& Quickstart
Integration assistant A Essentials
K Diagnose and solve problems Display name Powerfleet Client credentials Add a certificate or secret
> Manage IApphtaUun (client) ID 4e476740-bc02-4b31-bd0f-a0b0bb0fa387 | Redirect URIs Add a Redirect URI
> Support + Troubleshooting Object ID : ebo52634-fedd-487e-9969-cfo685288529 Application ID URI : Add an Application 1D URI
Directory (tenant) ID d19b542a-1500-4712-a713-be8d79882cb5 Managed application inl... : Powerfleet
Supported account types ¢ My organization o State @ Activated
@ Welcome to the new and improved App registrations. Looking to learn how it's changed from App registrations (Legacy)? Learn more <
@ Azure Active Directory Authentication Library (ADAL) and Azure AD Graph no longer receive new feature updates. We continue to provide technical support and security updates. Applications should be upgraded to Microsoft Authentication Library (MSAL) and Microsoft x
Graph, Learn more

Get Started  Documentation

Build your application with the Microsoft identity platform

The Microsoft identity platform is an authentication service, open-source libraries, and application management tools. You can create modern, standards-based authentication solutions
access and protect AP, and add sign-in for your users and customers.  Learn more(s'

°
<

Configure for your organization

Call APIs
Add or remove favorizs by pressin CErL+ShiFE+F

Sign in users in 5 minutes




3.2 Copy the metadata URL

8 Select the Endpoints tab.

Home

=2 Powerfleet =

X
N
s«  Deactivate [i] Delete @& Endpoints /
B overview @ Got a second? We would love your feedback on Microsoft identity platform (previously Azure AD for developer). —>
& Quickstart
# Integration assistant A Essentials
X Diagnose and solve problems Display name Powerfleet Client credentials Add 3 certificate or secret
> Manage Application (client) ID 4e476740-bc02-4b31-bd0f-a9b0bb0fa387 Redirect URIs Add a Redirect URI
> support + Troubleshooting Object ID + eb052634-fcdd-487e-0969-cf0685288529 Application 1D URI : Add an Application ID URI
Directory (tenant) ID d19b542a-1500-4712-a713-be8d79882¢b5 Managed application in |... : Powerflest
Supported account types : My organization only State @ Activated
x
@ Welcome to the new and improved App registrations. Looking ta learn how it's changed from App registrations (Legacy)? Learn more
@ Azure Active Directory Authentication Library (ADAL) and Azure AD Graph no longer receive new feature updates. We continue to provide technical support and security updates. Applications should be upgraded to Microsoft Authentication Library (MSAL) and Microsoft =

Graph. Learn more

Get Started  Documentation

Build your application with the Microsoft identity platform

The Microsoft identity platform is an authentication service, open-source libraries, and application management tools. You can create mode, standards-based authentication solutions,
access and protect APIs, and add sign-in for your users and customers.  Learn morer

a &N F

4 N : .
e, 07 i
Call APIs Sign in users in 5 Configure for your organization

9. Copy the OpenlID Connect metadata document URL for the support case.

Q) Search resources, services, and docs (G+/)

Home > Powerfleet

Endpoints X
. Powerfleet | App registrations =

Authority URL (Accounts in any organizational directory)

%« { New registration @ Endpoints X Troubleshoot () Refresh - Download & Gotfeedback? ‘ B ‘
™ . .
© Oveniew ‘Author\ty URL (Accounts in any organizational directory and personal Microsoft accounts) |
D
I preview features @ Azure Active Directory Authentication Library (ADAL) and Azure AD Graph no longer receive new feature updates. We continue to provide t
Authority URL (Personal Microsoft accounts only)
X Diagnose and solve problems ‘ 5
~ Manage Al applications ~ Owned applications ~ Deleted applications  Deactivated applications
e Onuth 2.0 authorization endpaint (v2)
& Users s
Start typing a display name or application (client) ID to filter these r... T Add filters [ (c19b5423-1500-4712-3713-be8d79882cb5/0auth2/v2.0/3uthorize o]
2 Groups
©huth 2.0 token endpaint (v2)
&} External dentities [ d19b542a-1500-4712-a713-bead72882ch5/oauthz/v2.0/token D]
i This account isn't listed as an
& Roles and administrators OAuth 2.0 authorization endpoint (v1)
& Administrative units I d19b5423-1500-4712-3713-beBd79862cbS/0auth2/authori D]
y, Delegated admin Chuth 2.0 token endpoint (v1)
partners
[ https://iogin microsoftonline com/d19b542a- 1500-4712-2713-beBd79882chS/oauth?/token D]
@ agents
SAML-P sign-on endpoint
{ Enterprise applications [ T T
Devices
SAML-P sign-out endpoint
App registrations [ https://togin microsoftonline com/d19b542a- 1500-4712-2713-beBd70882¢bS/saml2 D]
Identity Governance Ws-Federation sign-on endpoint
£ Application proxy [ (d19b5425-1500-4712-713-be8d73882chS/wsfed ]
=] Ctu‘s‘;”: security Federation metadata document
attributes
‘ /cl19b542a-1500-4712-3713-bead (1] ‘
% Licenses
OpeniD Connect metadata document Copy to clipboard
5 Cross-tenant
, (01905422~ 1500-4712-2713-bed:
@ chroniaation [ 1500-4712-a713- 0. )
& Wicrosoft Entra Connect Microsoft Graph AP endpoint
hitps://graphmicrosoft.com n
&=l custom domain names o ‘ peierep ‘
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3.3 Con

figure the redirect URL

10.

Microsoft Azure

Home : Powerfleet

3 Powerfleet | Authentication (Preview) =

B overview

& Quickstart

# Integration assistant

In the side menu, select Authentication (Preview), then click Add Redirect URL.

ayeletd@pointer.com

Q Search resources, services, and docs (G+/)

POWERFLEET (MI TICS.C

A7 Got feedback?

@ Welcome to the new and improved experience for To switch to the old experience. please click here.

X Diagnose and solve problems

= Branding & properties

2 Authentication (Preview)|

Certificates & secrets
{1l Token configuration
- API permissions
& Expose an API
52 App roles

&3 Owners

&, Roles and administrators

I Menifest

> Support + Treubleshooting

11.

Home

Powerfleet

Microsoft Azure

Redirect URI configuration  Supported accounts  Settings

A redirect UR, or reply URL, is the location where the Entra authorization server sends the user and delivers tokens once the user has successfully signed in or signed out. Learn more about what s a redirect
URIG]

| Add Redirect URI

N

Al

No redirect URI has been configured. To understand why and when a redirect URI should be 2dded to my App Registration,
learn more.

Add Redirect URI

Select Web.

Q Search resources, services, and docs (G+/)

Select a platform to add redirect URI

) Powerfleet | Authentication (Preview) =

i Oveniew

&

Quickstart

7 Integration assistant

¥

x

Diagnose and solve problems
Manage

Branding & properties
2

Authentication (Preview)

Certificates & secrets

! Token configuration

b

API permissions

®

Expose 2n API

App roles

B

Owners

Roles and administrators

3

> Support + Troubleshooting

Manifest

To understand which platform you should select, please leam more.

« A7 Got feedback?

Web applications

Web B single-page application
Configure browser client applications
and progressive web applications
Javascript

@ Welcome to the new and improved experience for To switch to the old experience, please click here.

Build, host, and deploy a web server
application. .NET, Java, Python
Supported accounts

Redirect URI configuration Settings

Select

Select

A redirect UR, or reply URL is the location where the Entra authorization server sends the user and delivers tokens once the user has successfully signed in or signed out. Learn more
URICT

Mobile and desktop applications

’ 105 / macos

Objective-C, Swift, Xamarin

{ Add Redirect URI

i Ancroia

Java, Kotlin, Xamarin

Select - Select -

] Mobiteand desdop
applications
Windows, UWP, Console, loT &
Limited-entry Devices, Classic i0S +
Android
No redirect URI has been configured. To understand why and when a redirect URI should be added to my App Registration,
leam more

Add Redirect URI

Select —

Add or remove favorizes by pressing Ctrl=Shift+F

12.

Version 1.1 — SSO Setup Guide

Configure the web platform:

o In the Redirect URL field, enter the URL below, replacing [App Name] with your app’s display
name:

. https://auth.fleetcomplete.com/auth/realms/fleetcomplete/broker/[App Name]/endpoint

. Enable both Access tokens and ID tokens.

[ )

Click Configure.

POWERQFLEET




Q Search resources, services, and docs (G+/)

-
flome » Fowerflect Add Redirect URI X
3 Powerfleet | Authentication (Preview) = - Web platiorm

& Alplatiorms £ quickstart {1} Docs
Redirect URI
Overview
& Quickstart [[eg. https://example.com/auth <]
@ Welcome to the new and improved experience for To switch to the old experience, please dlick here.
Integration assistant
Web and SPA settings
X Diagnose and solve problems 9
Redirect URI configuration  Supported accounts  Settings
~ Manage e
A redirect UR, or reply URL, i the location where the Entra autharization senver sends the user and delivers tokens once the user has successfully signed inor signed out, Leam more @ T ollowing settings apply to both Web and SPA(singl-page appliction) platioms. You
= srancing & propertiss e an edit them later in the ‘Settings*tab on Authentication page.

3) Authentication (Preview)
Add Redirect URI

w Front-channel logout URL

Certificates & secrets

Token configuration [ (- httpsy/example.com/logout
% API permissions

P Implicit grant and hybrid flows
@ Expose an API
1 App roles If your application is using implicit grant or hybrid flows, select the tokens you would like the
endpoint to issue below. To understand when to enable below fields, learn more.
& Owners
Access tokens (used for implicit flows)
& Roles and administrators.
] 1D tokens (used for implicit and hybrid flows)
M Manifest =
5 support + Troubleshooting No redirect URI has been configured. To understand why and when a redirect URI should be added to my App Registr:

leamn more

Add Redirect URI

‘Add or remove favorites by pressing CerL+SHifE+f

3.4 Create a client secret

13. In the side menu, select Certificates & secrets, then click New client secret.

Q Search resources, services, and docs (G+/) ayeletd@pointer.com
PoweRRLEET

Home » Powerfleet

Powerfleet | Certificates & secrets  #

Overview

& Quickstart

# Integration assistant .
Credentials enable confidential applications to identify themselves to the authentication service when receiving tokens at a web addressable location (using an HTTPS
X Diagnose and solve problems scheme]. For a higher level of assurance, we recommend using a certificate (instead of a client secret) as a credential.

' Manage
= x
B Branding & properties @ Application registration certificates, secrets and federated credentials can be found in the tabs below.

D Authentication (Preview)

et

ates & secrets Certificates (0)  Client secrets (0)  Federated credentials (0)

Token configuration
A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password,

New client secret

No client secrets have been created for this applicatio

- APl permissions

@ Expose an ARI

. App roles Description Expires Secret ID

&8 Owners

&, Roles and administrators
M Manifest

> suppert + Troubleshooting
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14. Enter a description, choose an expiry period, and click Add.

Microsoft Azure

Q Search resources, services, and docs (G+/)

Home  Powerfleet

Add a client secret X
Powerfleet | Certificates & secrets =
Description [ Enter a escription for this dlient secret ]
o A Got feecback: Expires [ Recommendec: 180 days (6 months) v
B oveniew
& Quickstart

7 Integration assistant

X

Credentials enable confidential applications to identify themselves to the authentication service when receiving tokens at a web addressable location (using an HTTPS
Diagnose and solve problems scheme). For a higher level of assurance, we recommend using a certificate (instead of a client secret) as a credential.

~ Manage

= x
= Branding & properties @ Application registration certificates, secrets and federated credentials can be found in the tabs below.

2 Authentication (Preview)

(R S S Certificates (0)  Client secrets (0) ~ Federated credentials (0)

Token configuration
A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.

API permissions

Expose an API t New dlient secret

App roles Description Expires Value © Secret ID

48 Owners No client secrets have been created for this application.

4. Roles and administrators

@ Manifest

v

Support + Troubleshooting

PETI———

conteshise o

Q Search resources, services, and docs (G+/)

ayeletd@pointer.com
WERFLEET (MIXTELEMATICS.C_
Home > Powerflest
@ update application credentials X
Powerfleet | Certificates & secrets = - Successfully updated application Fowerfleet cradentials
2 se 0« A7 Got feedback?
2 Ovenview
& Quickstart
# Integration assistant ”
@ Got 2 second to give us some feedback? =

X Diagnose and solve problems
v Manage Credentials enable confidential applications to identify themselves to the authentication service when receiving tokens at a web addressable location (using an HTTPS

- scheme). Fer a higher level of assurance, we recommend using a certifieate (instead of a client secret) as a credential.

B2 Branding & properties

2 Authentication (Preview)

Certificates & secrets @ Application registration certficates, secrets and federated credentials can be found in the tabs below. -
Token configuration
- APl permissions Certificates (0)  Client secrets (1) Federated credentials (0)

@ Expose an API A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.

App roles
New client secret
28 owners
Z. Roles and administrators Description Expires Secret D
Manifest PWFL 472772027 12P8Q~F-TFAPREBVYMYHOWGOKStdOmV... D) | 5327d2c5-efba-42e0-bd94-615528c0ce06 1 [

Support + Troubleshooting

At e fauneites e reion (el <5 o

Important: Azure shows the secret value only once. If you leave the page before copying it, you must
create a new secret.

16. Confirm with your IT team that the relevant Azure users have access to the new application.
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4 Option B: Connect with SAML

4.1 Create the enterprise application

1. Sign in to the Azure portal: https://portal.azure.com/#home
2. Under Manage Microsoft Entra ID, click View.

Microsoft Azu (¢ Search resources, services, and docs (G+/) ayeletd@pointer.com

POWERFLEET (MIXTELEMATICS.C_

Welcome to Azure!

Don't have a subscription? Check out the following options.

\ .
) X
-

N

R »
Start with an Azure free trial Manage Microsoft Entra ID Azure for Students
Get §200 free credit toward Azure products and services, | Manage access, set smart policies, and enhance security | Get free software, Azure credit, or access Azure Dev Tools
plus 12 months of popular free services. with Microsoft Entra ID. for Teaching after you verify your academic status.

Azure services

+ w ' e @ = <] % N

Createa Quickstart Foundry Kuberetes Virtual App Services Storage SQL databases  Azure Cosmos  Mare services
resource Center senvices machines accounts
Resources

Recent  Favorite

Name Type Last Viewed

Select Enterprise applications.

ayeletd@pointer.com

Microsoft Azure Q Search resources, services, and docs (G+/)
POWERFLEET (WIXTELEMATICS.C_
Home
i Powerfleet | Overview - X
X« -+ add v {32 Manage tenants What's new &7 Gotfeedback? v
a a
© overview
® Microsoft Entra has a simpler, integrated experience for managing_all your |dentity and Access needs. Try the new Microsoft Entra admin center! 2
[ preview features
Overview ~ Monitoring  Properties  Recommendations  Setup guides
X Diagnose and solve problems _—
~ 5
Manage L search your tenant
& Users
Basic information
& Groups
External Identities Name Powerfleet Users 14925
& Roles and administrators
Tenant ID d19b5423-1500-4712-a713-be8d79882cb5 |h Groups 8603
& Administrative units
y, Delegstedscmin Primary domain mixtelematics.com Applications 801
partners
License Microsoft Entra ID P2 Devices 9537
@ Agents
Enterprise applications Alerts
T Devices
. App registrations My feed
Identity Governance
E! application proxy ‘ Try Microsoft Entra admin center . Ayelet Dital » Microsoft Entra Connect
g Custom securty Secure your identity environment with Microsoft 25800153-762-4026-0e48-6b473d0s1d80 [} ¥ @Enabled
attributes Entra ID, permissions management and more, User
Last sync was less than 1 hour ago
% Licenses View role information
Go to Microsoft Entra (3 View profile Go to Microsoft Entra Connect
,, Cross-tenant
" synchronization
@ Microsoft Entra Connect Feature highlights
&= Custom domain names =
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https://portal.azure.com/#home

Click New application.

Microsoft Azure Q Search resources, services, and docs (G+/)

Home » Powerfleet | Enterprise applications > Enterprise applications

= Enterprise applications | All applications - X
Powerfieet
e« Download (Expert) | @ Ppreview info columns | [ preview features | A7 Got feedback?
> Overview / =
© wanage View, filter, and search applications in your organization that are set up to use your Micrasoft Entra tenant as their Identity Provider,
The list of applications that are maintained by your organization are in application registrations.
All applications
g Private Network [ £ search by application name, application template ID or object 1D Application type == Enterprise Applications X Application ID starts with X T Add filters
connectars 1,125 applications found
& User settings Name 4y Object D Application ID Homepage URL Created on 4y Activation status Certificate Expiry Status  Active Certificate Expir... Identifier URI (Entity ID)
B8 App launchers e Gainsight SAML 003cfe1d-3889-49cf-9286-.. 10530d598-70e4-4ebb-aeb2... httpsi/secured.gainsightcl.. 7/26/2023 © Activated O Expired 7/26/2026 urn:authQ:gainsight-eu:SA...
o 5:(:::[7::““““‘“" % Claude for Office 00bb12fb-715e-4bfe-a831-... c2995f31-11e7-4882-b7a7-... https://claude.com/claude-.. 7/17/2026 @ Activated - - €299531-11e7-4882-b7a7-...
5 Security O Thunderbird 00c05497-301f-4651-8100-... OeSfdbc-esad-4e73-babe... hitps://www.thunderbirdnet 0/7/2023 © Activated - - 0e5f94be-e8ad-4e73-babe-
> Activity UnityFC-Akhar-Int be .. h ompl...  12/4/2025 @ Activated - - bcd8d480-9da1-4b25-8183..
> Help Frameable Whiteb... 013b7¢71-7b17-41a7-b16b.. 4178b6e7-1c80-4617-828f-... hitpsi//frameable.com 12/14/2023 @ Activated - - apiy//whiteboard frameable..
. Azure AD Power Bl .. 014d8489-3128-4987-800... 2a0c3efa-baS4-4e55-bdcD-... htps;//msitpowerbicom/  7/26/2018 © Activated - - 2a0c3efa-bas4-4e55-bdc0-..
SIGMA ONAWS US  015f1022-Abee-4c72-9505-... ffae2511-b840-4aba-a414-... https://apisigmacomputin.. 5/22/2026 © Activated @ current 5/25/2029 https://api.us-aaws sigmac.
Ol Otter 017ecfo7-72e2-455f-b59f-3... 7caab6af-66c7-4db4-05c6-... https://otter.ai 6/5/2019 @ Deactivated - - 7caa0saf-66C7-4db4-0506-..
Eftsure Portal 019172a7-3b13-4a49-a22b... 015f5845-912c-4502-2411-... hitps//portalefisurecoza  11/17/2023 @ Activated - - d1af5845-912c-450a-3411-..
E! diagramsnnet 0ladaedd-c17e-4271-9ff9-.. b5ff67d6-3155-4fca-965a-.. httpsi//www.diagrams/net  4/24/2020 @ Activated - - bsff67d6-3155-4fca-965
. Nicelabel Label Cloud 01d27de8-db04-4076-0317... 21a86cb3-31ff-487e-alfd-.. https://www.nicelabel.com/  10/31/2024 © Activated - - 21286ch3-311f-487e-21fd-.
Adobe Acrobat Rea... 0274d6e5-027c-4f0a-gech-... C d-3bb: dos... https: dobe.com 6/21/2022 © Activated - - 9995864-2bb5-4253-0d08..
. Quote Watcher 02792690-2d15-4c02-b841... 45121131-7060-4187-837F-2. 6/9/2026 © Activated - - 45121137-7060-4181-337F-2.
©  Ninefor Office365(i.. 028e6d3e-e5c3-415¢-8b67... 8966506-813-4cTe-bdba. 7/28/2025 O Activated - - 89665008-8¢13-4c Te-bdba...
Tessian Integration (.. 02a81ded-e941-455f-Oe0a-... ecacdfo2-c36f-43ch-bedb-.. 10/31/2025 © Activated - - ecacfo2-c36f-43ch-bedb-...
UnityFC-ArgoCD-De. b o-... F3fa6690-9d o hty fleetc... 12/4/2025 © Activated - - 1372660d-0d01-4838-2506-..
A o e faverits by preseing CerLaShifter © ouresn 02b0c bco-... ODefSdas-c: .. https; i 10/972018 © Activated - - O0efSdaB-cad0-43e4-8420-..

Click Create your own application, enter a name, select Integrate any other application you don’t
find in the gallery (Non-gallery), and click Create.

Microsoft Azure Q Search resources, services, and docs (G+/) Chad Singlee@mixtele.

gl
B2CDEVDYNAMIX (B2CDEVDYN.

Home » B2CDevDynaMix | Enterprise Enterprise | Al Create your own application X
\ Browse Microsoft Entra App Gallery

&7 Got feedback?

Create your own application 7 Publish to the app gallery A&7 Got feedback?
If you are developing your own application, using Application Proxy, or want to integrate an

The Microsoft Entra App Gallery is a catalog of thousands of apps that make it easy to deploy and configure single sign-on (SSO) and automated user provisioning. When deploying an app from the ~ application that is not in the gallery, you can create your own application here.
securely to their apps. Browse o create your own application here. If you are wanting to publish an application you have developed into the Microsoft Entra App Gallery for other organizations to di
What's the name of your app?

Search application | single sign-on : Al User Account Management : All Categories : All Entra Integration : Entra Integrated [ 1nput name

Cloud platforms What are you looking to do with your application?

QO configure Application Proxy for secure remote access to an on-premises application
Amazon Web Services (AWS) Google Cloud Platform Oracle (O Register an application to integrate with Microsoft Entra ID (App you're developing)
l (®) Integrate any other application you don't find in the gallery (Non-gallery) I

aws

Google Cloud

On-premises applications

Add an on-premises application Learn about Application Proxy On-premises application provi
Lear how 1o use Af
to your on-pramis:

Entra application proxy to enal e sccess Automate crezting, updating, and

premises or in a virtual machine

2D Federated SO @ Provisioning

Featured applications

@ You're currently seeing a limited view of app risk scores.
Your organization doesn't have the required license to view risk scores for all applications in the gallery. You're currently seeing a limited view. To access full risk scoring upgrade to Microsoft Entra Suite or N
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4.2 Configure SAML single sign-on

6. In the side menu, select Single sign-on.

Microsoft Azure

Q. Search resources, services, and docs (G+/)

Chad Singlee@mixtele.
B2CDEVD!

YNAMIX (E2CDEVDYN.

Home » Browse Microsoft Entra App Gallery

PowerfleetApp | Overview bS

Enterprise Application

Properties

Overview
Name (O

Application 1D ©
ada513f1-89f0-4981-ac63-f.. [

Object ID

Deployment Plan

X Diagnose and solve problems
~ Manage

il properties

& Owners 2¢500959-1a4b-4ec3-b6f4-...

&8 Users and groups Getting Started

2 single sign-on

? Provisioning \

B application proxy .‘. 1. Assign users and groups 2. Set up single sign on () 3.Provision User Accounts

Provide specific users and groups access

C Self-service to the applications

gn users and groups

Enable users to sign into their application
using their Microsoft Entra credentials

Get started

Automatically create and delete user
accounts in the application

started

> Security
> Activity

> Help ©C 5. Self service

Enable users to request access to the
application using their Microsoft Entra
credentials

Get sta

4. Conditional Access

Secure access to this application with a
customizable access policy:

Create a policy

What's New

Sign in charts have moved!
The new Insights view shows sign in info along with other useful application data. View insights

Delete Application has moved to Properties
You can now delete your application from the Properties page. View properties

Add or remove favorites b oressina Ctrl = Shift+F Getting started has moved to Overview

7. Select SAML.

Q) Search resources, services, and docs (G+/) Copilot a2 Chad.Singlee@mixtele.

B2CDEVDYNAMIX (B2CDEVDY

Home > Browse Microseft Entra App Gallery

PowerfleetApp

3 PowerfleetApp | Single sign-on - X

Enterprise Application

Single sign-on (SS) adds security and convenience when users sign on to applications in Microsoft Entra ID by enabling 2 user in
Your organization to sign in to every they use with only one account. Once the user logs into an application, that
credential is used for all the other applications they need access to. Learn more.

Overview

[ peployment Plan

X Diagnese and solve problems

~ Manage

1l Properties

22 Owners
® Disabled
& Users and groups Single sign-on is not enabled. The user
won't be able to launch the app from
D single sign-on My Apps.

2 provisioning

n

Application proxy

0]

Self-service

secuiy @y timkes

4 Link to an application in My Apps
5 Activity andjor Office 365 application launcher.
> Help

Select a single sign-on method  Help me decide

3

SAML

Rich and secure authentication to
applications using the SAML (Security
Assertion Markup Language) protocol.

Password-based
Password storage and replay using a
web browser extension or mobile app.
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8.

Home

Browse Microsoft Entra App Gallery

PowerfleetApp

PowerfleetApp | SAML-based Sign-on

Enterprise Application

H Overview

Deployment Plan

X

Diagnose and solve problems
Manage

{Il Properties

& Owners

28 Users and groups

2 single sign-on

@ Provisioning

1 application proxy

C self-service

Security

v

Activity

Help

Add or remove favarites by pressing CErL+ShifTsF

9.

T Upload metadata file

Set up Single Sign-On with SAML

Q Search resources, services, and docs (G+/)

In the Basic SAML Configuration section, click Edit.

A Copilot glee@mixtel

) change single sign-on mode

A7 Got feedback?

An $80 implementation based on federation protocols improves security, reliability, and end user experiences and is easier to
implement. Choose SAML single sign-on whenever possible for existing applications that do not use OpenD Connect or OAUth. Leam

more.

Read the configuration guide & for help integrating PowerflestApp.

Basic SAML Configuration

Identifier (Entity ID)

Reply URL (Assertion Consumer Service URL)
Sign on URL

Relay State (Optional)

Logout Url (Opticnal)

Attributes & Claims

A Fill out required fields in Step 1
givenname

sumame

emailaddress

name

Unique User Identifier

SAML Certificates

Token signing certificate
Status

Thumbprint

Expiration

Notification Email

App Federation Metadata Url
Certificate (Base64)
Certificate (Raw)

Federation Metadata XML

Required
Required
Optional

Optional

usergivenname
usersumame

usermail
useruserprincipalname
useruserprincipalname

Active

_

& Edit

BC481730A462F081CACODGES048B5288E02982AA

9/26/2031, 11:01:58 AM

Chad Singl com

https://login.microsoftonline.com/f7a1df2c-6700-.. [

D

Enter the following values, replacing [App Name] with your application name:

Identifier (Entity ID): https://auth.fleetcomplete.com/auth/realms/fleetcomplete

Reply URL: https://auth.fleetcomplete.com/auth/realms/fleetcomplete/broker/[App

Name]/endpoint

Q Search resources, services, and docs (G+/)

Chad.Singlee@mixtel

- n o

B2CDEVDYNAMIX (B2COEVDYN.

Home » Browse Microsoft Entra App Gallery > PowerfleetApp

PowerfleetApp | SAML-based Sign-on

Enterprise Application

Overview

Deployment Plan

X

Diagnose and solve problems.
Manage

Il Properties

&2 Owners

&2 Users and groups

3 single sign-on

2 Provisioning

£ Application proxy

C Self-service

v

Security

~

Activity

v

Help

Version 1.1 — SSO Setup Guide

Upload metadata file

Set up Single Sign-On with SAML

An SSO implementation based on federation protocols improves security, reliability, and end user expet
implement. Choose SAML single sign-on whenever possible for existing applications that do not use O

more,

Read the configuration guide o for help integrating PowerfleetApp

o

Basic SAML Configuration

Identifier (Entity ID)

Reply URL {Assertion Consumer Service URL)
Sign on URL

Relay State (Optional)

Logout Url (Optional)

Attributes & Claims

A\ Fill out required fields in Step 1
givenname

surname

emailaddress

name

Unigue User Identifier

SAML Certificates

Token signing certificate
Status
Thumbprint

) Change single sign-on mode

A7 Got

Basic SAML Configuration

&7 Got feedback?

Identifier (Entity ID) *
The unique ID that identifies your application to Microsoft Entra ID. This value must be unique across ail applications in your
Microsoft Entra tenant. The default identifier will be the audience of the SAML response for IDP-initiated SSO.

Default

\ h v

(o]

Add identifier

Required
Required

Reply URL (Assertion Consumer Service URL) * @

The reply URL is where the application expects to receive the authentication token. This is also referred to as the Assertion
Consumer Serviee" (ACS) in SAML

Index Default

flestcomplete, h,

Add reply URL

user,givenname
usersumame

usermail
useruserprincipalname
user.userprincipainame

Active
BCA481730A462F081CACO06EB04885288E029!

Sign on URL (Optional)
Sign on URL s used if you would like to perform service provider-initiated single sign-on. This value is the sign-in page URL for
your application. This field is unnecessary if you want to perform identity provider-initiated single sign-on.

Enter a sign on URL v

Relay State (Optional) ©
The Relay State instructs the application where to redirect users after authentication is completed, and the value is typically a
URL or URL path that takes users to a specific location within the application.

Enter  relay state

POWERQFLEET

B2CDEVDYNAMIX (B2CDEVDYN... @0




10. Click Save.
11. Copy the App Federation Metadata Url and add it to the support case.

Microsoft Azure Copilot

Home > Browse Microsoft Entra App Gallery » PowerfleetApp

PowerfleetApp | SAML-based Sign-on X
Enterps ication
T Upload metadatafile ) Change single sign-on mode Test this application | &7 Got feedback?
more, =
8 Overview
Deployment Plan Read the configuration guide 7 for help integrating PowerfleetApp.
K Diagnose and solve problems o Basic SAML Configuration .
2 kit
v Manage
Identifier (Entity ID) h, I
11! Properties e
Reply URL (Assertion Consumer Service URL) th/reals
&2 Owners e/broker/PowerfleetApp/endpoint

Sign on URL
Relay State (Optional)
Logout Url (Optional)

& Users and groups

D single sign-on

@ Provisioning

£ Application proxy o Attributes & Claims 2 et
C self-service givenname user.givenname
sumame usersumame
emailaddress usermail
> Security name user.userprincipainame
Unique User Identifier user.userprincipalname
> Activity
> Help
(3] SAML Certificates
Token signing certificate 2 e
£
Status Active
Thumbprint EA93FC2636DE36BC3CTE42FB590211CEBAIDOEC
Expiration 10/29/2029, 247:52 PM
Notification Email
App Federation Metadata Url httpsi//login.microsoftonline.com/f7a1df2c-6700-.. [
Certificate (Base64) Download
Certificate (Raw)
Federation Metadata XML
Verification certificates (optional) 2 it
it
Required No
Active 0
Add or remove fovorites by pressing Cerl+Shift+F Cunirad n v

4.3 Grant access

12. Assign the relevant users or groups to the new application (under Users and groups) so they can sign
in with SSO.

Version 1.1 - SSO Setup Guide




	1 Process Overview
	2 What to include in the support case
	3 Option A: Connect with OpenID Connect
	3.1 Register the application
	3.2 Copy the metadata URL
	3.3 Configure the redirect URL
	3.4 Create a client secret

	4 Option B: Connect with SAML
	4.1 Create the enterprise application
	4.2 Configure SAML single sign-on
	4.3 Grant access


